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Collection 
Method

Protocols

1. Passive, 2. Safe Query,             
3. Active, 4. Project File Analysis

1. Protocols Can You Understand
2. How Deep Can You Inspect
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Military Installation – What Systems are on Military Base?
Control Systems on a 
Military Base:

✓ Facility Related Control 
Systems

✓ Backup Power

✓ Fuel Distribution

✓ Fuel Storage

✓ Base Power Distro

✓ Base Power Gen

✓ Mission Water System

✓ Water Storage

✓ Potable Water

✓ Public Works

✓ Manufacturing
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Goal: More Cyber Please Enumerated List of Devices
1. Rockwell PLC
2. Johnson Controls PLC
3. Honeywell PLC
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Calculate Risk to Your Control System?
 Vulnerability (matched to CVSS score)
 Mission Criticality (is it a crown jewel?)
 Accessibility (network locale, comms with risky assets/zones)
 Infection (ability to spread malicious content to other assets)
 Threat (has it been exploited in the wild)

Goal: More Cyber Please



Claroty can see over 450+ 
protocols

10,000,000+ devices managed

Multiple Collection Methods

Multiple 
Collection 
Methods

How To Create Asset 
Inventories
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